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ABSTRACT
Previous research has found that information security breaches can impact the market value of
the firm because the reputation of the firm has suffered and the market assumes that revenues
will decrease and expenses will increase. This impact to market value is usually measured within
the 1-2 days after an information security breach disclosure where after things seemingly return
to normal, in the context of stock market values. Despite the widely held belief that information
security breaches have negative short-term and long-term impacts, researchers are just beginning
to understand the relationship to short-term and long-term firm performance. This study
investigates the short-term and long-term impacts of information security breaches on firm
performance in the first four quarters following an information security breach disclosure. We
take both a traditional view and organizational sustainability/resiliency view to hypothesis and
theory development and introduce the analysis of two new variables “intangible assets” and
“extraordinary losses” to the discussion on the impact of information security breaches to firm
performance. We discuss our findings and their implications for practitioners and researchers and
suggest next steps.
Keywords: Information Security, Organizational Resiliency, Financial Performance, Data Breach
Proceedings of the 11th Pre-ICIS Workshop on Information Security and Privacy, Dublin Ireland 2016
1

Financial Performance Impacts InfoSec Breaches

INTRODUCTION
Despite the widely held belief that information security breaches have negative long-term and
short-term impacts to a firm’s financial performance, academic researchers are still seeking to
better understand the link to both short-term and long-term firm performance. A good portion of
extant research on this topic has focused on capturing the short-term impacts of breaches to
organizational performance measures such as the market value of the firm. In the market value
context, the hypothesis is that stock price changes in the days following a breach disclosure will
capture the assessment of a large body of shareholders to the breach event, and would therefore
be reflected in the stock price changes following the disclosure about the breach. These effects
have typically been measured and captured within 1-3 days after a breach disclosure and some
effects have been seen for up to 25 days after a breach disclosure (see Cavusoglu et al. 2004;
Chen et al. 2012; Garg et al. 2003; Hovav & D'Arcy, 2003). There is limited research on the
more long-term impacts of information security breaches on the firm as measured by changes in
the firm’s quarterly and annual financial performance with mixed results (Ko & Dorantes, 2006;
Zafar et al., 2012; Ko et al., 2009).
Thus far, most of the extant the literature treats the breach event and its consequences as
perpetually negative, value declining to the organization. We do know that the impacts of
information security breaches on organizations are not equal. For example, firms such as Home
Depot, T-Mobile and Anthem have not only recovered after an information security breach but
have thrived whereas Target as of 2016 has continued to post periodic performance declines
(Associated Press, 2014; Osborne & Day, 2015;McGinty, 2015; T-Mobile, 2016; Legere,John,
2015). It is becoming increasingly obvious that just because an information security breach has
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occurred that does not necessarily mean that a negative financial outcome has to occur for the
organization.
This study investigates the short-term and long-term financial performance of firms after a public
information security breach disclosure. We advance two contrasting theoretical propositions to
examine the financial impacts of information security breaches. The first proposition follows
from the traditional literature on information security economics that views information security
breaches as perpetually value declining to an organization. The second, contrasting proposition
follows from studies on crisis management and organizational resiliency. Here, we argue that
information security breaches can be construed as an opportunity to build organizational
resiliency and thus breaches can serve as potential catalyst to improve long-term financial
performance. We integrate the traditional economic perspective and the resiliency views to
examine changes in common firm financial performance measures in the short-term and longterm following an information security breach event.
We seek to make three important contributions to literature on information security breaches.
First, unlike many prior studies, we examine both short term (first quarter after the breach) and
long-term impacts (2-4 quarters after the breach) of breaches on financial performance. Second,
we extend the extant literature by throwing light on two critical measures of financial
performance viz. “intangible assets” and “extraordinary losses”. Changes to intangible assets will
allow us to gauge the impact of the information security breaches on the firm brand reputation
and intellectual capital reserves. The measurement of changes to extraordinary losses allows us
to better understand if the breached firms considered information security breaches truly
detrimental to their operations, in that associated losses and expenses rose to the level of
“extraordinary” and not an event that was easily incorporated into routine operational expenses.
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The standard measures of firm performance via common cost and profit ratios are utilized just as
with previous research. Third, our efforts advance theory development in this domain as we
bring forth the notion of organizational resiliency to understand the long-term financial
performance impacts of security breaches. We believe the organizational resiliency lens, when
complemented by the traditional economic lens, will provide a better understanding of how
breaches impact the financial performance of firms.
In the following sections, we discuss the literature review, theoretical framework, and
hypothesis. This is followed by a discussion on our research methodology including our matched
sample selection technique and statistical analysis. We follow this by our results and discussion.
We conclude with next steps and limitations.
LITERATURE REVIEW
Event study methodology has been a popular method to evaluate the impacts of information
security breaches on organizations. The general findings from the literature regarding the impact
of information security breaches to organizations are that they are negative value declining
events ; especially in the context of market value measures, such as stock prices. Research in this
area spans the period from about 2003 to the present. In a comprehensive review of prior studies,
Spanos and Angelis (2016) identified 37 research studies that have assessed the impacts of
security information security breaches on firms; 25 of these studies reported negative stock
market impacts; 7 indicated neutral reactions and 5 found positive impacts to the breached firm.
Despite the large number of studies that adopt a market-value approach using an event study
methodology to assess economic consequences of information security breaches, there are
limitations to this method. Event studies are intended to capture investor reactions and their
assessment of the event, rather than the true financial impact of a breach. Also, the small window
sizes typically utilized by event studies do not capture impacts over a longer duration. As an
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alternate to event study approaches, some researchers have used more long-term measures of
firm financial performance, which include evaluating changes to the breached firms profits and
costs. A summary of published literature in this area is presented in Table.1. Following this
stream, we also use more traditional accounting-based measures to assess the short and long term
financial impacts of information security breaches. We believe measures derived from the
financial statements and the ensuing analysis allows us a better understanding of the potential
recovery processes for firms after an information security breaches; as well as insights into what
may have occurred before and during the information security breach event. This is an important,
unbiased, source of information on the true impacts of information security breaches disclosures
to organizations.
Collectively, the literature review suggests the following. (1) There seems to be significant gaps
in our understanding of the true financial impacts of information security breaches on
organizations (2) There are very few studies in recent years that have examined the short term
and long term impacts of information security breaches. (3) There is only limited insights into
how organizations recover and rebound from information security breaches in order to improve
their overall financial performance. Our study is intended to address the aforementioned gaps.
DEVELOPMENT OF HYPOTHESES
Ko & Dorantes (2006, p 14-15.) posit that the impacts of information security breaches can be
classified as short-term impacts or long-term impacts. Examples of short-term impacts include
costs of repairs. Long-term impacts include the loss of existing customers, and legal liabilities
and payment of damages to injured third parties. These losses are likely to be reflected in the
firm performance measures as a decrease in profits and an increase in costs.
Table.1. Studies that examine financial performance impacts of information security breaches
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Ko & Dorantes 2006

What is the impact of information
security breaches on firm financial
performance?

This study utilizes firm financial performance to
evaluate the impact of information security
breaches to 19 publicly traded companies in the
four quarters following a information security
breaches disclosure.

Ko et al 2009

What is the impact of information
security breaches on organizational
performance?

Zafar et al 2012

What is the impact of information
security breaches on the competitors
of breached firms?

This study evaluates the impact of information
security breach on firm financial performance
utilizing three performance ratios including ROA,
ROS, and COGS/S. Utilizing information security
breaches from 1997-2004 the researchers found
that breached firms experienced long-term
negative impacts to organizational performance
following an information security breach.
This study evaluates the impact of information
security breaches from 1997-2004 for 69 breached
firms who on average had approximately 422
competitor firms. The researchers found evidence
of network effects particularly for firms in the
technology industry.

Table.1. Continued.

Profit Measures We use three common measures from the literature; to assess the firm’s
profitability these measures are Return on Sales (ROS), Return on Assets (ROA) and Changes to
Sales (Ravichandran & Lertwongsatien, 2005; Santhanam & Hartono, 2003). We utilize two
alternate measures of ROS and ROA; substituting operating income for net income to better
gauge if there were any negative impacts to the firms operations.
•

Hypothesis 1A: Breached firms will experience a decrease in return on owner’s
assets in the short-term and long-term.

•

Hypothesis 1B: Breached firms will experience a decrease in return on owner’s
assets as measured by operating income, following an information security breach
event.

•

Hypothesis 2A: Breached firms will experience a decrease in return on sales in
the short-term and long-term following an information security breach event.

•

Hypothesis 2B: Breached firms will experience a decrease in return on sales in
the short-term and long-term as measured by operating income, following an
information security breach event.
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•

Hypothesis 3: Breached firms will experience a decrease in sales in the shortterm and long-term following an information security breach event.

Costs Measures: We utilize two cost ratios from the literature. These measures are costs of
goods sold over sales and the operating ratio (Santhanam & Hartono, 2003; Hitt & Brynjolfsson,
1996). We devise the following three hypotheses:
•

Hypothesis 4: Breached firms will experience an increase in the costs of goods
sold ratio in the short-term and long-term following an information security
breach event.

•

Hypothesis 5: Breached firms will experience an increase in the operating ratio in
the short-term and long-term following an information security breach event.

Intangible Assets: Intangible assets includes items such as patents, trademarks, copyrights,
business methodologies, goodwill and brand recognition (Gibson 2007, pg 492). Tsoukas (1999)
posits that crises negatively impact the ability of an organization to formulate an influential voice
and thus its symbolic power is reduced A information security breach is likely to affect the firm’s
goodwill, brand reputation and intellecutal property reserves in both the short-term and longterm. We present the following hypothesis.
•

Hypothesis 6: Breached firms will experience a decrease in the value of their
intangible assets in the short-term and long-term following an information
security breach event.

Extraordinary Losses:. The measurement of extraordinary losses allows us to better understand
if the focal firms considered information security breaches truly detrimental to their operations
that it rose to the level of “extraordinary” and not an event that was easily incorporated into its
usual operating expenses. We present the following hypothesis:
•

Hypothesis 7: Breached firms will incur an increase in extraordinary loss
expenses in the short- term and long-term following an information security
breach event.
Proceedings of the 11th Pre-ICIS Workshop on Information Security and Privacy, Dublin Ireland 2016
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Sustainability and Organizational Resiliency: All organizations are prone to crises event with
some organizations declining after a crises and others becoming sustainable and resilient(Mishra,
1996;Bunderson & Sutcliffe, 2002). Our organizational resiliency view relies on the notion that
firm investments due to information security breaches if managed correctly have the ability to
become resources that may allow the firm to attain long-term advantages. The firm may also
develop capabilities over and above peer firms that did not have an information security breach
event thereby surpassing that firm in terms of performance. We develop the following
hypotheses:
•

Hypotheses 8A & 8B: Short-term costs will increase within the firm and shortterm profitability will decrease within the firm and between peer firms following
an information security breach event.

•

Hypotheses 9A & 9B: In the short-term, sales, and intangible assets will decrease
within the firm and between peer firms following an information security breach
event.

As breached firms expend additional resources on the information security breaches event
organizational capabilities become enhanced allowing the firm to not only recover and return to
sustainability but also to be resilient.
•

Hypothesis 10: Long-term profitability will remain the same or increase within
the firm and between peer firms following an information security breach event.
RESEARCH METHODOLOGY

Identification Strategy: We utilize matched paired comparative analysis as our research
method. This method is considered a type of quasi-experimental method. Essentially, this
method relies on an identification strategy in which a carefully selected and matched treatment
and control group is derived and then differences within and between the treatment and control
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groups are statistically tested to isolate the impact of the treatment; if any. According to Morgan
and Winship,2007, pg 87, “"Matching represents an intuitive method for addressing causal
questions, primarily because it pushes the analyst to confront the process of causal exposure as
well as the limitations of available data”. In the information systems research domain matched
paired comparative analysis has been utilized by Santhanm et al 2003 and Bharadwaj 2000, to
study the impacts of IT capability on firm performance and more recently by Zafar et al 2012, to
study the impacts of information security breaches on competitor firms.
Treatment and Control Group: We use the data from the Privacy Rights Clearinghouse, which
is a California based nonprofit organization that tracks and compiles information security
breaches event disclosures from multiple sources. The dataset from Privacy Rights
Clearinghouse has been utilized to study information security breaches by Gatzlaff &
McCullough, 2010; Goel & Shawky, 2014; Pirounias et al. 2014, among others. To derive our
sample of treatment and control groups we utilize the matching technique for firms as previously
outlined by Ko & Dorantes, 2006; Zafar et al. 2012; Bharadwaj, 2000; Balakrishnan et al 1996;
Barber & Lyon, 1996. We matched our treatment group against firms that were within 30%+- for
sales, total assets, and employees in the year prior to the information security breaches event i.e.
T-1 based on either the 2, 3, or 4 digit NAIC Code. This left us with a sample of 47 breached
firms that we considered our final sample for the treatment group and 47 non-breached firms that
we considered our final sample for the control group. Both the T-test and the Wilcoxon sign-rank
test indicate that the differences between the treatment firms and the control firms across all
three matching variables are not statistically significantly different from 0.
Dependent Variables: Our dependent variables for hypothesizes testing consist of quarterly
financial data from COMPUSTAT. For each breached firm in the dataset we first determined the
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fiscal year and quarter that the information security breaches occurred and we denoted this
period at T0. We then matched the control firm against the breached firms taking into account
that the breached firm and the control firms may have different fiscal year start dates. We then
collected data for each firm 4 quarters after the breach and 4 quarters before the breach. We
measure within firm differences and between firm differences in both the short-term and longterm. We define short -term impacts as effects occurring within one quarter after an information
security breach. Effects occurring in any two consecutive quarters or more are considered to be
long-term effects.
RESULTS AND DISCUSSION
Results:. Within firm differences are evaluated utilizing a 1-tailed T-Test since we are testing
directionality and between firm differences are evaluated utilizing a 2- tailed- T-test since we are
testing whether or not the differences between the treatment and control group are statistically
significant from 0, regardless of directionality. In addition, the P-value of the Wilcoxon signrank test represents whether the tested differences are statistically significant from 0 regardless
of directionality. Tables 3-5 provide the mean and median differences within the breached firm,
the non-breached firms, and between the breached and non-breached firms as well as the
statistical significance of the result. Table 6 provides a summary of the hypothesis testing.
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Table 2- Quarter 1 (Short-Term) Results

Table 3- Quarter 2 Results
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Table 4- Quarter 3 Results

Table 5- Quarter 4 Results
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Hypothesis Testing Results
Profit Measurements
Hypothesis 1A

Partial Support

Hypothesis 1B

Partial Support

Hypothesis 2A

No Evidence

Hypothesis 2B

No Evidence

Hypothesis 3

Reject Hypothesis

Cost Measurements
Hypothesis 4

No Evidence

Hypothesis 5

No Evidence

Other Internal Measures
Hypothesis 6

Reject Hypothesis

Hypothesis 7

No Evidence

Sustainability and Resiliency View
Hypothesis 8

Partial Support

Hypothesis 9

Reject Hypothesis

Hypothesis 10
Partial Support
Table 6- Results of Hypothesis Testing

Discussion: Generally speaking, we find the traditional view that information security events are
value declining to the breached firms to be false for our sample. Surprisingly, breached firms
experienced a statistically significant short-term increase in sales compared with a similar period
in the previous year and experienced both short term and long term increases in intangible assets.
There is no evidence to suggest that breached firms experience changes to their extraordinary
loss expenses in the short-term or long-term that are statistically significant from its prior
performance and relative to the control group. This suggests to us that information security
breaches do not rise to the threshold of being considered “extraordinary”, nonrecurring events to
the breached firms.
Our organizational sustainability and resiliency view takes the position that information security
breaches have the possibility to lead to organizational sustainability and eventually
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organizational resiliency, where resiliency would be characterized by enhanced firm
performance relative to the previous year within the firm and relative to the peer non-breached
firm. In general, we find that firms are financially sustainable but are not financially resilient.
Conclusion
Limitations and Next Steps: This study has a number of limitations that will enable future
studies. First, our sample size is small relative to its potential. Second, our measures of shortterm and long-term performance measures are derived from the limited but existing literature on
the impacts of breaches to firm performance and may need to be adjusted. Third, firm financial
performance ratios that measure costs and especially profits can be considered generic measures
of firm performance. Publicly traded companies exist for the sole purpose of meeting shareholder
goals and will make resource allocations to that effect, regardless of what may actually be
occurring within the firm. In future research, we will need to conduct a deeper analysis of the
firm’s financial statements to understand what may be occurring before, during, and after a
information security breaches event. This also leads us to the notion that measuring and
assessing operations performance, and measuring and assessing financial performance utilizing
the firm’s financial statements can be considered two very unique research paradigms. At the
moment, the literature equates firm financial performance to firm operation’s performance. This
perspective will need to be untangled if we are to study the impacts of information security
breaches on firms. Fourth, it is possible that breached firms were able to maintain equilibrium
because of the network effects of the information security breaches event on similar firms within
that industry. The literature has previously documented networks effects (see Hinz, Nofer,
Schiereck, & Trillig, 2015;Zafar et al, 2012, Ettredge & Richardson, 2003) . Fifth of special
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interest are the dramatic changes to firm’s intangible assets, this needs to be explored more and
may be due to a number of recent phenomena.
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